Expanding the IT Territory: Creating space for ethical IT by Stoodley, Ian & Bruce, Christine
 
 
 
 
 
 
 
 
 
 
 
 
 
  
This is the author-manuscript version of this work - accessed from   
http://eprints.qut.edu.au 
 
Stoodley, Ian D. and Bruce, Christine S. (2008) Expanding the IT 
Territory: Creating Space for Ethical IT. In Proceedings Fifth 
Australian Institute of Computer Ethics Conference, pages pp. 24-30, 
Deakin University, Melbourne, VIC. 
  
Copyright 2008 (please consult author) 
 
 
 
 
 
 
 
 
 
 
  
 
 
Expanding the IT Territory: Creating Space for Ethical IT 
Ian Stoodley 
Christine Bruce 
Faculty of Information Technology 
Queensland University of Technology 
Brisbane, Australia 
Email: i.stoodley@student.qut.edu.au 
Abstract 
This paper proposes a three dimensional model representing the IT territory, with a view to 
incorporating ethical professional practice as integral to the discipline.  The evolving nature of 
the IT discipline is mapped along Information-Technology and Developer-User continuums and 
the ethical nature of the IT profession is mapped along an Inward-Outward continuum.  
Suggested uses for the model include a reconceptualising of the IT professional space, 
guidance for ethical formation and support, and inspiration for individual and organisational 
standards. 
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INTRODUCTION 
The Information Technology (IT) territory has been historically conceived in a technology-centric way.  
This has lead to an artefact focus, where hardware and software development has predominated as 
the core business of IT, with only superficial reference to the users and their context.   As such, user 
needs and social factors have been left largely unexplored (Alter, 2003, Finkelstein and Hafner, 2002, 
Orlikowski and Iacono, 2001).  This influences discipline experts’ and practitioners’ expectations of 
what is included in the IT field and how they should engage with it, including the way they understand 
what it means to be ethical in IT professional practice.  What is needed is an expanded 
conceptualisation of IT, which brings the user into focus and integrates ethics into its identity.  Such a 
reconceptualisation may provide the foundation from which to build a radically different IT profession.  
This paper proposes a reconceptualisation in the form of a Model of Ethical IT.  
WHAT IS THE MODEL? 
The Model of Ethical IT serves as a means of visualising the IT space from an ethical standpoint.  It is 
intended to help IT professionals redefine the dimensions of the discipline and assess their role in it.  It 
challenges technology-centric views of the IT discipline, practitioner-centric definitions of professional 
practice and ego-centric views of ethics by offering a perspective which focuses on information, clients 
and humanity. 
HOW AND WHY WAS THE MODEL DEVELOPED? 
A new model provides a foundation on which to build advances in the field.  This model is designed to 
facilitate a re-framing of the IT territory and to consequently change our expectations of it and our 
behaviour in it. 
The model is a confluence and interpretation of IT research literature, previous research by the 
authors, and interviews from a current project.   
A reading of the IT literature and previous research reveal a range of opinion regarding the territory of 
IT.  In the literature such diversity is evident, for example, in Lenox and Woratschek’s (2003) 
  
 
 
observations on the relationship between IS and IT, and Orlikowski and Iacono’s (2001) commentary 
on conceptions of the IT artefact.  Our previous research (Pham et al., 2005, Bruce et al., 2004) 
disclosed a range of views amongst IT students, academics and practitioners (also Bruce, C., 
Stoodley, I. and Pham, B. 2007, Constituting information technology research: The experience of IT 
research students. Submitted for publication).  The model presented here is an attempt to first 
represent, then extend this diversity of opinion by incorporating an ethical dimension based on 
perspectives of ethics as yet unexploited in the IT literature. 
The model began with a two-dimensional Model of Evolving IT (depicted in the central rectangle 
labelled ‘Traditional IT -> Evolving IT’ in Figure 1), which mapped the apparent evolution of the IT 
space from its traditional technological roots to a more user- and information-centred perspective 
(Stoodley, I. 2007, IT professionals' experience of ethics and its implications for IT education 
presented at the Doctoral Consortium of the 18th Australasian Conference on Information Systems, 
accessible through http://eprints.qut.edu.au/).  While this two-dimensional model successfully 
identified a breadth of IT professional practice, it failed to adequately account for the ethical aspect. 
This aspect has been added to the Model of Evolving IT as a third dimension, depicted in the two 
outer rectangles in the Model of Ethical IT labelled ‘Client’ and ‘Humanity’.  An ethical orientation is 
evident in the literature, including concerns about a lack of criticism of established beliefs and goals 
(Kling, 2003), and predictions that a limited vision means a limited future for the discipline (Orlikowski 
and Iacono, 2001, Denning, 2001b).  The ethical aspect is also strongly supported in interviews in the 
current project, as illustrated later (Stoodley, I. 2006, IT professionals' experience of ethics and its 
implications for IT education: Confirmation of candidature presented at the Queensland University of 
Technology, accessible through http://eprints.qut.edu.au/).   
The Model of Ethical IT offers a view of the ethical nature of the IT discipline, providing a point of 
reference for conversations about ethical practice in the discipline and a stimulus for individual or 
group reflection.  
WHAT DOES THE MODEL LOOK LIKE? 
This section describes the model and the next section indicates its theoretical basis. 
 
Figure 1. A Model of Ethical IT 
The Model of Ethical IT (Figure 1) represents Traditional IT and its development into Evolving IT, 
these together comprising the presently emerging IT territory.  A critical feature of the Model of Ethical 
  
 
 
IT is the representation of an outward-looking perspective, embracing progressively the Client and 
Humanity.  
Modelling the IT discipline   
The inner rectangle of the model depicts evolving IT.  Traditional IT (the left-hand side of the inner 
rectangle) represents technological development with little reference to application.  This is artefact- 
and data-oriented, and concerned with efficiency and overcoming barriers to technological advances, 
as presented by the technology itself.  Evolving IT (the right-hand side of the inner rectangle) mediates 
this technological development to people.  It is user- and information-oriented, and concerned with 
meeting needs defined outside the technological community.  The combined Traditional and Evolving 
IT represent the trend of IT, with both artefact development and mediating roles included as part of IT.  
Mediation is understood here to include enabling users, but also acting as an intermediary between 
the user and the artefact. 
In the current project, a user orientation formed the foundation to an ethical interaction:  
I think a lot of the problem with IT professionals’ ethics are that they assume a godlike complex 
in some ways… where they say, “We know what’s good for you… so, this is the answer.” 
Whereas, the reality is IT are enablers… and so when someone comes to them with issues or 
problems… they should be looking at facilitating rather than necessarily saying, “I know this is 
what’s good for you.”… (Interview 24) 
Specific activities are suggested inside the IT rectangle (for example, Hardware Development and 
Cryptography), in an attempt to concretely illustrate the space. 
The reference disciplines of Mathematics, Engineering, Sociology and Mechanics, in the border 
surrounding the inner rectangle, suggest the outer limits of the IT space.  These remain distinct from 
the IT discipline, though having an influence on it. 
Modelling the ethical aspects of IT   
The outer rectangles of the Model of Ethical IT depict a further development of the ethical aspect of IT, 
portrayed as client-based and humanitarian orientations.  This third dimension, an Inward-Outward 
continuum, represents increasing acceptance of responsibility for others.  Along this third dimension 
the client layer represents a focus away from the IT practitioner’s world, towards partnering with 
clients.  This constitutes a fundamental conceptual step on the part of the practitioner from technician 
to professional, placing the client and their needs in the centre of the practitioner’s conception of their 
practice.   
In the current project, partnering with clients established an ethical relationship:  
If a customer is getting to the point where they're blindly implementing something... and we 
know there will be problems because of our knowledge that we couldn't have known about if we 
had just been... a cold call, if you like... then I think... we need to say, "Look, you can do this but 
there are things that you need to know about."... knowing that they'd appreciate our view on 
something because they see us as a trusted adviser as opposed to just someone that’s 
supplying a piece of tin... (Interview 12) 
The Humanity layer represents a further step outward, away from the professional’s world, to where 
the professional sets aside their own agenda in the service of Humanity.  ('Humanity' here refers to 
people who do not necessarily relate directly to the professional but who would benefit from the 
professional's services.)  This constitutes a conceptual step on the part of the practitioner to being a 
professional leader, or master, placing humanity’s needs in the centre of the practitioner’s conception 
of their practice.   
In the current project, a focus on Humanity determined the conduct of ethical business: 
... part of my attraction to it is that... it turns the IT industry back into a services-based industry, 
where you get paid for the time and effort you put in and not for the results of that time and 
effort that then you can use over and over again to make money at no effort to yourself... I don't 
think that that model takes into account the disparity between the rich and the poor in our world 
today, I mean when three billion people apparently go to bed hungry each night I don’t think 
large corporates have any excuse for trying to wheedle the last cent out of you and me.  I think 
that money can be put to far better uses. (Interview 9) 
The outer layers in this model influence professional practice at the inner layers.  For example, the 
Humanity layer helps a professional answer the question: “What if a client asks you to exploit other 
  
 
 
people on their behalf?”  The outer layer also challenges the professional to include in their portfolio 
activities that offer no reimbursement but which help meet the needs of the underprivileged.   
WHAT ARE THE MODEL’S THEORETICAL UNDERPINNINGS? 
This model, then, is structured on an understanding of ethical IT as defined three dimensionally by an 
Information-Technology Continuum, a Developer-User Continuum and an Inward-Outward Continuum.  
The IT discipline is understood to be evolving, while maintaining its distinctiveness from certain 
reference disciplines which lie at its periphery and help define its limits. 
The Information-Technology Continuum   
Previous empirical research (Pham et al., 2005, Bruce et al., 2004) has revealed IT researchers 
conceptualising their research field in terms of information and technology, with some emphasising the 
development of technological artefacts and others emphasising the use of information.  In the wider 
literature, these perspectives are represented by Orlikowski and Iaconon (2001) who reviewed IS 
articles’ treatment of the IT artefact, finding some researchers focus on information technology as an 
artefact while others focus on the information manipulation which the artefact enables.  Similarly, 
Gorgone  (2001) acknowledges artefact developers but says IT includes “knowledge workers” (p.11).  
In 2002 the IT Deans Group of the Computing Research Association of North America proposed “a 
new IT discipline with a new research agenda” which included study of information... “how it is 
acquired, organized, communicated, managed and used by people and organizations, and how IT 
changes those processes, sometimes in fundamental ways” (Finkelstein and Hafner, 2002).  Thus, the 
relationship between information and technology is fundamental to the IT discipline. 
The Developer-User Continuum   
Previous empirical research (Pham et al., 2005, Bruce et al., 2004) has also revealed IT researchers 
drawing a clear distinction between IT artefact developers and IT artefact users, with some 
researchers privileging developers as constituting the ‘core’ of IT.  The central role of the artefact as a 
defining element of IT is evidenced in a Computing Research Association categorization of IT jobs, 
which defines each one in terms of its relation to the IT artefact (Freeman and Aspray, 1999).  A 
distinction between the developer and the user is also made in the literature (Armitage and Karshmer, 
2003), though some acknowledge the difficulty in doing so and question where the line between them 
should be drawn (Kaarst-Brown and Guzman, 2005).  Denning and Dunham (2001) argue for the need 
to move from technology-centred to customer-centred development, claiming elsewhere (2003) that 
the customer is currently not present in developers’ awareness.  Thus, the relationship between 
artefact developers and artefact users is also fundamental to the IT discipline. 
The Evolving IT Concept   
Many writers expand the definition of IT beyond artefact development.  Denning, commenting on the 
scope of Computer Science, observes, “Today, programming is neither the dominant practice nor the 
defining practice” (2004, p.18).  Thus, IT definitions include intensive users (Denning, 2001a), and 
services such as consulting and support (Iansiti and Richards, 2006).   
Traditionally we think of the IT professional as computer scientists (CS), computer engineers 
(CE), information systems analysts (IS), software engineers (SE), and computer programmers.  
The scope of the IT worker is much broader than that.  It includes consultants, knowledge 
workers that use technology, and the many other professions that work... to identify, analyze, 
propose, implement, improve, maintain, and use information technology-based solutions. 
(Gorgone, 2001, p.11) 
Others argue that the IT artefact needs to be “put in its rightful place” and viewed as part of wider “IT-
reliant work systems” which include the user’s perspective (Alter, 2003, p.370).  Thus, we see IT 
evolving over time, broadening from its technological roots. 
The Periphery   
Outside the IT discipline lie reference disciplines which contribute to IT.  For example, engineering and 
mathematics are identified by Denning, et al. (1989) and McGuffee (2000) as disciplines which have 
contributed to the development of IT, while remaining distinct from it.  These help define the outer 
limits of the IT territory. 
  
 
 
The Inward-Outward Continuum   
Some IT literature suggests that a change from a primarily technical perspective of IT requires 
inclusion in the IT universe of “the impact of technology on society” (Finkelstein and Hafner, 2002, p.2) 
and the “people that define a social context” (Orlikowski and Iacono, 2001, p.122).  The following 
supports and enlarges such inclusions, based on an understanding of ethics, professional ethics and 
the current IT environment. 
With respect to ethics, Emmanuel Levinas defines ethics in terms of responsibility to the Other 
(meaning other people) (Critchley, 2002).  This responsibility cannot be avoided, as our encounter with 
the Other calls such responsibility forth from us and engages us as ethical agents.  Our place in that 
relation is not one of an equal but of a servant, obligated by our responsibility towards the Other.  
Such obligation is not so much conscious, as a responsiveness to the Other.  Seen thus, ethics calls 
egoism into question and moral consciousness is seen not as “an experience of values, but an access 
to exterior being” (Critchley, 2002, p.150).  Such a view describes ethics in terms of our relation to 
others, rather than as a list of rules.  Critchley (2002) suggests that this lays the kind of foundation 
upon which ethical rules can and must be built. 
With respect to professional ethics, Darryl Koehn (1994) argues that the only defensible ground for 
professional ethics, which serves as a legitimate reason for clients to trust the professional, is the 
professional’s promise to provide certain services on the client’s behalf.  This promise is made 
implicitly, if not explicitly, when the professional accepts the role of a professional.  It underpins any 
formal contract that may be entered into and guides the application of the professional’s expert 
knowledge.  It alone provides the basis upon which a client may trust a professional to conduct 
themselves in that client’s best interests.   
With respect to the current IT environment, promise-keeping is identified by Denning and Durham 
(2001) as a new “third wave” (or Information Age) characteristic of the relationship between the IT 
professional and their customers.  In this new, post-industrial era, the customer is the driving force in 
business, not the producer.  Professionals distinguish themselves by establishing value-generating 
relationships, with ‘value’ defined by the customer.  The role of the professional is to satisfy the 
customer. 
In other words, Levinas illuminates a basis on which to build ethical rules, Koehn asserts the ground 
for ethics in the professions, and Denning and Durham observe the reality of professional practice in 
the current Information Age.  Their focus on the Other, the client and the customer indicate the 
necessity for the professional to adopt an other-centred attitude.  Such an attitude is imperative, for 
professional practice to claim to be ethical.  This suggests the continuum of inward looking-to-outward 
looking which defines the ethical axis in our model. 
HOW CAN THE MODEL BE USED? 
The Model of Ethical IT primarily serves as a conceptual tool, to represent the relationships between 
people, artefacts and activities in the IT space.  Such a conceptual tool could be used on an individual, 
group, organisational, professional or discipline level. 
The model may be used:  
• to reconceptualise the IT professional space; 
• to plan future directions; 
• to provide guidance of ethical formation and support; 
• to define the scope of the IT profession’s ethical responsibility; 
• to provide inspiration for individual and organisational guidelines; 
• to set standards of conduct and aspiration; and 
• to aid communication between stakeholders.  
It may be used in a strategic sense, to orient activities towards certain goals or outcomes, or it may be 
used in an operational sense, to evaluate specific actions. 
The model may be used to present a vision to practitioners, of who they may become.  Interaction with 
the model could serve to modify their understanding of IT professional practice and effect a 
behavioural change, flowing from a conceptual shift.  
  
 
 
The central role of conceptualisations in determining our expectations of IT and the way we interact 
with IT indicate the key role they play in its deployment, and affirm the potential power of such a 
model.   
FUTURE RESEARCH 
A greater understanding is needed of how the model may be applied, as suggested in the previous 
section.  As such, its use in establishing and implementing educational programs, its use in evaluating 
and adjusting business practices, and its use in creating and promoting professional codes are all 
areas in need of further investigation.  Currently, empirical research into IT practitioners’ experience of 
ethics is being analysed, which should indicate in more detail the existing degree of alignment 
between practitioners’ views and the model proposed here.  The model should also be tested against 
further empirical evidence of IT professionals’ experience of ethical practice. 
CONCLUSION 
The Model of Ethical IT presents an expansion of the IT territory to focus on information and clients, 
and to turn ever outwards towards those it may serve. 
This attitude alone, of concern beyond the artefact, provides sufficient reason for IT professionals’ 
clients to trust them.  Thus, central to the model is a charter to partner clients and serve humanity.  For 
IT professionals these are not optional extras, but must be integral to their practice if they are going to 
claim to be ethical. 
A change from a technology-centred to an other-centred conception of IT professional practice has the 
potential to re-orient professional practice in the discipline, to the benefit of the IT client base and 
beyond. 
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